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Background 2 MEDINA

IThe EU Cybersecurity Act (EUCSA, April-2019), proposes the
creation EU-wide cybersecurity certification schemes in

order to:

" provide an standards-based cybersecurity baseline (requirements,
audit methods)

= enable continuous cybersecurity compliance

ZENISA (EU Cybersecurity Agency) nominated as responsible
for developing the new EU-certification schemes:

= EUCS — EU Cybersecurity Certification Scheme for Cloud Services
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MEDINA Mission g MEDINA

ZProvision of a security framework and tools for achieving continuous
audit-based certification aligned to EUCS.

Continuous Continuous
(Automated) Audit-based
. 0 0 \ i!ﬁ. .

= MEDINA primarily focuses
on the EUCS requirements,
where some degree of
automation is needed.

= Strong synergies with
relevant standards.
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MEDINA At a Glance Q MEDINA
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Standardization Objectives in MEDINA
MEDINA g

ZTo ensure that the relevant SDO communities will be
reached out to in an interactive way.

JTo address the future adoption and ensure the sustainability

of the project’s results. Transfer
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Standardization Roa

ZPrioritizes adoption of EUCS,
metrics, and automation in
compliance assessments.

2 Continuously revised to
integrate new/relevant
activities e.g., ETSI CYBER
OSCAL.

[N\

D7.8 Standardization Roadmap-v1 (M18)
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Standardization: (Selected) Q MEDINA
Achievements and Next Steps

MEDINA Achievements (Feb-2023) Next Steps (Feb / Oct-2023)

Major support to ENISA on Continuous EUCS1 support (CEN
development/uptake of EUCS CENELEC), contribution to ENISA
guidelines for automation
Proof-of-concept NIST OSCAL for EUCS Representation of metrics/assessments,
catalogue document experiences in whitepaper.

Feedback to NIST SP 800-55

Adoption of “continuous” for Configuration = Maintain contribution during upcoming
Management in ISO/IEC 27017 review cycle
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MEDINA - Further Reading 2] MEDINA

JFurther details are I eoma
available in our public
reporting (deliverables) at
https://medina-
project.eu/public-delivera

2 Communication materials
are available at L O E
https://medina- [
project.eu/communication-
materials R v Tr—————

certification schemes, cooperates with relevant stakeholders, and helps Europe prepare for the cloud security challenges of tomorrow.

ervic Fr \i ers Mission and Vision
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Thank you!

www.medina-project.eu // jesus.lunagarcia@de.bosch.com
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